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Linear-Length IOPs with Sublinear-Time Verification

We. P\'ovecl that arithmetic “%ircvit-like" ComPu‘l'aﬁonS hove |inear-|en3+h TOPs -

# of non-zero entries in AB,C

y
£=0 K=0O(logn) Z=F ~ r=0(logn-loglf) P+=O(S+n-|osn)]

¥ smooth field of size B(n), RICS(F) € Top [gs=l/,_ £=0(n) q=0(logn) vE=O(s+n)

The verifier running time is optimal, becavse reading the RICS insfance fakes fime (L(s).
Q: Can we achieve linear-length TOPs  wiH, sublinear verification?

If we seek sublinear verification then we must target problems  where

Idescrip‘hon of computation | << | described compuTation |
Today we focvs own arithmetic machine computations -

Theorem: For every smooth field of size LQJ(T)/
. (C.¢=O K=O(|03T) |ZI=O(T) I‘=O(l03T|03IIFl) P‘l‘:O(T’losT)
NTIME(T,F) < Top

1 Es=Y% 2=0(T) C|=O(|03'|') v+=O(n+|oaT)
to be defined

There are TOPs +hat additionally achieve p(:=O(T) , using different techniques from +oday.



Machine Computations

A machine is an avtomaton +hat can read from and write o some type of memory,

I hnemory=+apes then you 92"‘ Turins machines : Pinite shote Y

machine

I{ memory=RAM then you Sd' resiS‘}er machines:

(~a COMPu’rer) |
—
@U -

We will define languages thot EFFICIENTLY  copture machine computations.

Q: Whot abovt TOSAT?  We showed o poly(n,logT)-time treduction from NTIME(T) to TOSAT,

A: Yes bot the TOSAT instance has SL(T*) constraints.
Tf we aim for linear-length TOR then we heed reductions to longueges that avoid blowups.

ToDAY: * warm up with TOP for avtomata comFu‘l'a’\‘ions

- extend to TOP for machine computations



Algebraic Automata [1/2]

We introdvce a |am3va3e that models @utomata computations over a field [,

We denote by K&N the number of registers , so a stafe is & vector se "
The +ransition function is a circuit F:F">F" +hat mops & State fo He next one.

A T- si'e]: computation looks liKe this

time 1

+ime 2 +ime 3 Hime T e T
1
2
s F |- F ; F o — . —[—]| F R
k

The computation is specified by the tuple (F,T) which consists of O(IF|-loglfi+logT) bits.
Performing the computation involves O(IF|-T) field operations.

Hence for an TOP we would want: « proof length L= O(IFI-T) Field elements

» verifier time VL'=PO|>/([F|,|03T) field operafions



Algebraic Automata [2/2]

Wa wish in fact to capture nondeterministic  avtomata cornpufaﬁon.

Modificafions: + o witness Ay, A:[T1-> F provides each registers valve across the computation

e a circwit C:F =F  checks +he validity of o state transition

We also introduce o separate inpot zeF", removing He need for hardcoding it in C.

This yields the bounded-holting problem for (o\szbm'\c) nondeferministic qutomata, (aka BHA).
def: BHA(F) is the set of instances (C,2,T) where C*tr;ﬂ:::ﬂ’ , fn ﬁf‘ ThiN -For which
3 execution trace A, A [T]=F s.t. e i e

@ +the transition checker Validates each step: Y ey, 1} C(A(E),.., Adt) Alen) . Acltn)=0
@ +the first n valves of A are 2: A,([n])=2

@ +the last valve of A, is 0: A (T)=0

Hime | +ime 2 +ime 3 Hime T-\ Fme T
v
2
21— C [  C f C fp— o —| |/ C [—
|-§ : . : T : . : :
Sl SL Sg [

T St



Arithmetization of BHA

. , representing. H. faKes OCleglF1) bits
We grithmetize BHA via univariate polynomials - (an arbitrory set. would take O(IHl-logIF1) bits)

T |

lemma: |[of H=<w> be a multiplicotive subgroup of F with [HI=T. WQ;‘»;

w'\-’

There is a polynomial-time transtormation R st
© R(C:F*>F) outputs quadratic equations p,..,pn€ FLX,.,Xart] with m,€=0(ICI)
@ (C,2,T) € BHA(F) < 3 polynomials A\n,..., '&k, ﬁ.,...,ﬁg € FIX] of degree <T st
*Fae MY, { p(Al),., Alo), Ao, Ac(wa), B, ﬁg(a))=0}3€m
A (Dw,. W™} )= 2

° ﬁl(WT-|)=O

proot: Translate the arithmetic circvit C:F™*=F into quadratic polynomials

Py Pm € ﬁ"[X.,...,X,_HQ] (with m,2=00IC1) ) +hat copture C's compvtation
C(x)=p it IBeFlsr. ¥jeln) pjlxp¥)-0 .

Set functions Bi,.,By: [T1=F to record each step's auxiliary variobles arising from the translation.

Tdentify [T] with H={i,w,..,w™} (and Cnd with {1,w,.,w""}).

TaKe onivariate LDEs. Completeness and soundness follow. H



Zero-on-Subset Test

if d<lHl then fl,=0 =0
A |
Given oracle access to f:L>F that is §-close to § of degree at most d (with d>IHI)
check that ?‘HEO.

We sow this before: ;f(X) is 0 on H « Jh(x) st fix)= ﬁ(X)'VH(X) where v, ()= T (X-a)

Hence:
L g FLoF V(LR

fo foo : . _
Compu‘l'e h(x):= " h:L-’lF\ Test that h is close to degree d-IHl,

’ + Sample ¥l ond check F(¥) 2 h(¥)viu(X).,

Comple'l'enessz i{: (:IHEO then h:= |:(L) has degree d-IH! and posses the consistency check VyelL
Soundness: if ?IHE}-‘O then ¥h:L=F there are two cases:

* his é-far from degree d-IHl — verifier occepts wp. < €,7(8)
o his §-close o hix) of degree d-IHI — ?(x)#ﬁ(x)vu(x) so verifier accepts w.p. \<I_dL_I+zd'

Verifier time : "‘img(\/w.r) (for FRT it's O(loglt)) Plus Fime to evalvate Wy of Yel .

CRUCIAL FoR
Evalvating VH(X)=;I£H(X-<1) ot YeF tokes poly(IHl) Field operations in general, US TODAY

But it H is a multiplicative subgroup then VH(X)'-'X""—\ , 50 only OCloglHl) in this cpecial case . <’)

[ Sih\'\\a\'ly , i{: H is an additive vagroup 'H\Qn VH(X) ho& ¢dim(H) non-2ero coq?{:icievﬁs ]



Rational Constraints

We rewrite the conditions arising from the orithmetization of BHA as Polynomial identities ¢

. Oxccepﬂng condition s
A

Alw")z0 & X-w™ ‘ Alx) & 3k of degree <IH- s.t. Al) = hy(¥)- (x-w™)

* input consistency condition:
B (D@ })e2 o T ) | Aly-300
< 1h, of degree <HI-n st AlX)-2(x)= F;(X)oTLm(X-wH)

¢ stote troansition condition:

Ve { A, Adw, Ao, Ae), B0, Biw)=0}

S \)/(H (X-3 | PJ(K‘ ()(),/ ﬂk()(), i\l(wX)// Al‘ (WX), ﬁ'(X)// é}(x))
- !

< EIE of degree <IH| st p\i(&(x),,../ﬂk(x), A(wX),..., A (wx), ﬁ.(X),..., B,(x) = ﬁj(ﬁ \)/:1(;(?)‘

Eoch of these can be viewed as o RATiovaL CONSTRAINT :

—/[\)/88 — ¥aeF s.t. Dla)=o it must be that N(a)=o



|OP for Algebraic Automata

theorem: For every smooth field of size uSL(T)/
€c=0  k=0(logT) 1>1=0(T) l"-‘O(losT' |03||F|) Pi‘ :O(lCl'T°|03T) ]
&=% 2=0(IcI-T) q =O(|C|'|03T) vt= O(|C|'|08T)+Poly(lzl)
P((C,2,T) A) V((C,2,T))
A {Fi: L= n:}iel:l(’.\
- Vielk] § = A;(L)éRS[lF L, IH!] |, Sample ¥el ond check that:

BHA(F) < Top

{3 L 'F}le[!l]
2, Derive auxiliary trace B,.,Bq:H-F {hy L Pl - Vjelm]
from the execution trace A, . A :H-F  hy:L~>F ful¥),. () q(x)’ 13 2 = h(3). Vu(¥)
vk P {f.(w), FA) -
3. Vel g = BlLe RSLEL M) ho:b2F - .
. = f(8)-2() 2 h (%) T pq (8-0*)
4, ¥ jerm] hy=h(L) e RSLF,L IH] ,
) R - £9)-0 < h,(¥)-(¥-w™")
A( ) AK(X)
PJ ( P ( ), Bl(x)/.../ Be(x)
HJ(X) = A ‘”")  ArlX 2. Test for low degree:
)/ (X-w™ :
U ) = Yielkl Vi'r(ﬂ",L,lHl)-z-l
5. hy := hy(L) € RSLF,L, IHi-n] | N ,
[ (x)ee A0 =8() - Viered Vir (FL M) =1
: -";e[h] (X'“H) - VJG[M] Vl.bDJ‘I'(H:L lHl);,
§. bo:=hoL) €RSLF L, IHI-] Vs (L Hn) 21 Ve (FL HI-1) 2]

A\u(x) -0
ho (X) = = w-,-_l




Completeness

Suppose that A, Ac:H=>FF s
o witness for (C,2,T) € BHA(F),
* For each je[ml:

Vae H\{w™}

P (A( a) .. A(0)

B(a) .
Al NQ) Ak(w' )' t

,él<a>)=o

= v, )/ (*-0™)  divides

A( ) AK(X) 2 ‘o )
o Bx),.. Byx)
Fi ( Al X),.., Ay (w-x) ' ¢

= ;) is defined
o AL, w)=

e Alw™)=0

2 -
teln)

Moteover: o

T (x-w*') divides A/(X)-Z(x)

> x-™ divides A,(x)

P((C,2,T), A)

|, ¥ ielk] §= Ai(L) ersCF,L, HI]

2. Derive awxiliary trace B, By:H=F
from the execution trace A, . A :H-F

3, Vierdd g = BL)e R[EL M)

4, ¥ jem] hy=hL) e RSLF,L IHI]

A(x) A(x) A
A PJ( K ) Bl(x),..., Bz(’())
hJ(X) Al x) A(wx)

Vi) / (X-w™)
5. hy = hy(L) € RS[F L, HI-n]
R‘(x): A (x)-2(x)
* Trtefn] (x-wtd)
§. hy:= ho(L) €RSLF L Il-]

Alx)-o0
ho(x) = X— !

C clvery c.omplexify : O((K+m1~£)'|03”—') = O(KHOST)

v((C,2,T))
|, Sample ¥el and check that:

{{"i: L~ F}ie[K‘]
{g:L=Fhiera

. - ¥jeIm)
{h3~L-'ﬂ=}3e[m] {‘)(ifm{: o) al) g ®)\ - )
] - ALY 77 V] ¥
ha:L=F P (#.(w) 'Fg(uX)a ‘ ) L Hw"

L\o L-’f

AN

- [(0)-3(6) 2 hy(0) Th g (¥-0)
- f(8)-0 £ h,(0)-(¥-w™")
2. Test for low degree:
- Yielxd VL‘:‘T(tF,L,ml)it
— Vierel VI (FL )L
— Vjerm] Vi (FL, )2
Vo2 (FL Hi-n) 21 Vi (FL IHi-1) 2

- ﬁz(x) is defined
0 > h.X) is defined

proof length (in field clements): O((k+£+m)-IL1) = O((k+L+m)-IH1) = O()c)-T)

prover time (in {ield opemﬁonS)’. O((k'l'h\i-l)"LHolel )= O(ICI-T'loaT)
verifier time (in field operations): O((k+m+e)- |o3lLl)+ poly(izl) = O(ic-logT) + poly(n)

10



P((C,2,T) A)
. Vierkd § = A(L) erslF,L, IHI]
2. Derive awxiliary trace B, By:H=F
A H-F
3. Yiered g;=BiL)e RSIELM]
4, ¥ jerm] hy=h(L) e RsLFL ]
(A0 A0 g, 5

[1/2] |

Suppose that (C,2,T) & BHA(F),

Soundness

from the execution trace A, .,

O A function is far from RS.

- 1- e s[FL H R (x) = Ailwx),.., Aclwx)’
oaale[k] [ is &-for from R [ L I] (X o0 )
- 3iell] g, is d-for From RS[FL (HI] 5. hys=hlL) e RSIRL Ioi-n]
OR F\;(x):: Ax) -2 (x)
- 3jem] hy is d-for from RS[FL, ] Teagng -0
OR §. hoi=holL)€RSLF L, Ii-]
- h, is d-for from RSLF,L,IH1-n] £ () AlN)=0
OR LRV 2
- ho is d-far from RS[FL,IHI-1 ]
— verifier accepts wp. < €,r(6)

§et-)

@ All {unctions are close to (Vniq\;/e) polynomials (f;)k[k],(ﬁa)m],(l?g

V4 (x)
X_

- 3 elm] PJ (.F'(x)/ /'FK(X)

F.((»x), ,{k(w x)" 3'()‘)/"'/3&(’()) # I’I(X)

= fi0-260 # hyt): Thepy 1) = verifier accep-l-s Wp. € ""
— [0-0%# hol)-&x-a) =  verifier accepts wp. < "::.l +26

Note: Must ensure that mox { & (d), 2"" 2 4 (2k+L+m)- 5} ':li

How

je(™),

— verifier accep-l's W.p. <

v((C,2,T))

{{:E:L"'F}iel:x]
|, Sample ¥el and check that:

{g:L=Fhiera

. - ¥jem)
{h-L"lF}je[m] {J;fm{: ®) o) g @)\ - -

] - ALY 77 V] ¥
haiLl=F Ps ({:.(W), ,'Fg(uX)a ‘ ) ai ‘GH W

L\o qu

- [(0)-3(6) 2 hy(0) Th g (¥-0)
- f(8)-0 £ h,(0)-(¥-w™")
2. Test for low degtee:
- Yielxl V,_i‘il'(ﬂ:!-lm);'
~ Viered Vi (FL )L
— Vjerm] Vi (FL, )2
Vo2 (F.LHn) 21 Ve (FL 1) 2

h, of the appropriate degree,

+ (2k+2+m)-§

2HI-2
IL|
¥ tandom in L = w-¥ rondom in L

With t consistency tests the errors reduce to

t _ t t
2|HI-2 . Iﬂ_l IH_I—l
( - + (2k+Z+m) S), ( w +26),( = +26) :

In this case, must ensure that

mox { &.7(d), l'l"l:’ + (2k+ L+ m)- S)&} si.

N

11



Soundness  [2/2]

P((C,2,T) A)
|, ¥iefkl §:= A(L) eRrsCF,L, IHI]

v((C,2,T))
|, Sample ¥el and check that:

{{“i: L= IF}ieLK‘l

{g:L=Fhiera

2. Derive awxiliary trace B, By:H=F {h:L~F) = Vjelm]
P e (8600 al®),., a0\ -
WQ hQQd 'H\Q‘l‘ from the execution trace A,. A H-F hy: L~ F Pi ('E (w;), 1 (“x)ﬂ 19 ) }.(3) Y‘u(;r)\
3. Viert] Qi = Bi(L) e RSLEL, M) ho : L= F 5

max { & (d), 1‘""2 +(2k+L4m)-§ } <L — L,8) =300 2 hy(4) Ty B-6)

4, ¥ jerm] hy=h(L) e RsLFL ] ,
- fi(¥)-0 = h,(¥)-(¥-w™")

This  requires considering pJ(A"" ,Aitx) B.(x),...,B}(x))

d= 0(2k+£+m) o(ﬁ).

Al(‘ﬂ’() Ak( X)’
VH(X)/(X WTI)
= hy(L) € RSLF L, IHI-n]

5.y e
F\\ (X):: A|(X) -2(x)
: Trtetn] ()(- WH)

2. Test for low degree:
- Yielxl VL’:‘T(IFLlnl)zl

- Yierql v,,T(lFle) |

l'q\J(x) =

In FRL Em(é)s —'2- Fequires — V¥ jetm] Vi (L 1) )

| ' §. hoi=holL)€RSLF L, Ii-] Vo2 (FLH-n) 21 vl (F L thi-1) 2
O(T|°3"") queries by 0(%) Fepetitions R ()= Ax)-0
X-w'!

ot the query phase.

This yields o total of 0('58-'-\03\LI)=O(ICI’*IOSILI) queries. This is 0k bot con do better!

Option |1 vectorized LDT , %o get error max{&4(), 1‘::2 +2:§ }.

Run the K+€+m instances of FRL with the same randomness to get correlated as\—ecmen‘l' across functions.

This yields O(IC|-I03ILI) queries. (as z.g.és'— suffices) .

[QH' of for correlated agreement

ILI) 2HI- 2HI-2 o, 5}

OPhon 2 Sms\e LDT on random linear c_ombmod‘lov\ to get etror roax{é,_,,-r(d) O( T3 T

Verifier sends random ()iepey, (Bikierqy, (idiema  Ond the prover and verifier run 4 instance of FRI on

the “irtual function  Zjgpeqdii + Zien BT

ag[..qx,\}‘;\ ., This yields O(|C|+I03ILI) queries,

12



From Automata to Machines [1/2]

We add (random-access) memory :

Hime 1 +ime 2 +ime 3 time T-1
1

2

3 F |— F

fime T

— F

— e — F

—

- . - . .
K re?d mem[s) ;‘;;*7'- ok felgd mem[i7] "Qgtd mem[3]
S | S S l S 3 s T‘\ A S T
!_mem . | mem | . mem_l

[ mem |

.
°

BUT: teducing such computations to BHA is expensive (incurs polynomial blowups)

We would have to avgment the state with all of the memory:
si':z(si,mem;) .

The new avtomaton has state size K':=K+|meml = «L(T),

and o state function F' that additionally maintains memory.,

The BHA comp\ﬁ'aﬁon then has size IF'|'T zk" T = SL(T*) .

HOPE : each compu\’aﬁon step inferacts with memory at a Singl{ Iocm‘ion/

So we may be able to avoid mainfaining all of memory of every step.

13



From Automata to Machines [2/2]

We add (random-access) memory :

time 1 +ime 2. +ime 3 +ime T-1 Fime T
1

2

3 F |}— F F . — F F—

.
°

. - N : :
K re?d mem[s) ;‘;;*7'- ok felgd mem[i7] "Qgtd mem[3]
| mem | | mem | | mem | mem |

Obsetvation: i} suffices o check correctness of memory - operations (what yoo wrote is whet you read ).

Concider the memoty trace ordered {-\irs{' by oddress ond then by time Step.

R The memory trace is valid if for every two adjacent Pairs
E i ';; ": :g (add r, time, op, val ) , (addt, time', op', val')

I[: 3: ?3:?; \li/ o The $O||ow'\n3 holds:

E E é g 2‘ * if addr=oddr' then fime<time' and (op=r - vol'= val )
B 2 N * if addr#+ oddr' then oddr< oddr

This leads to a BH-type languoge thot ETFICIENTLY captures machine computations,
14



The BHM Language [1/2]

The notion of o memory trace leads to a langvage  convenient for machines.,

Similarly to BHA (the lanquage for avtomata) we consider :
o (non-determinism) O witiness A\,...,Ag:[T]"’ IF y
o (checker instead of function) o cCirevit C:F TS ,

* (no hardcoded input in C) SQPOA’(ﬂ'Q input 2z € F" .

Moreover, to efficiently copture memory —we introdvce an additional witness:

o Permo’m’rion T:LTI->[T] oand additionally provide to C the state ot time (L),

This yields the bounded-halting problem for (o\szbm'\c) nondeterministic machines (aka BHM).
def: RHM(F) is the set of instances (C,2,T) where C: fF3K->lF/ zeIF"/TeN -For which
3 execvtion trace A, A [T]=F and permutation T:[T1=[T] s.t.

@ +the transition checker validates eoch skp: ¥ ke, .., T} C( A‘(t)'""A‘"(t)/2};’:;')}_:/,4’:'(‘“((‘:;)') )= 0
@ +the first n values of A are 2: A ([n]) =2

@ +the last value of A, is 0: A,(T)=0

How does this odd language efficiently capture machine comFu‘l'aﬁonS?.
15



The BHM Language [2/2]

The circvit C is Yasked to check:
® time transitions: ¥ tefy,., 71} the transition from state t 4o state t+l

(ossumin3 Hhe correctness of memory operationg)

@ memory fransitions: ¥t e{l,...,T—l}, +he memoty invariant ftom state £ to state T(t)

ﬁme 'h’QCQ. memory trace
time 1 N ) S time ()
pd Cim Crer . Completeness:
time 2 | N time m(2)
C C et T to Sort the time trace
e ’ o m Ey oddress-and then By hime
time 2 ' fime 1)
\ N /
{ Come | [Coun | |
/" | Soundness:
time ¢, . time w4
\ . -For any permufation T
/\ll:' Crime C e '*l/ : if all memory transitions hold
Fime T Hime T(T) then memory behaves correctly

The circvit C is constructed as:

C (m,...,a\(,b.,...,bk, C|,...,Ck) 1= Ctim( Oy, .., Ok, l).'...,kk‘ \Y/ Cmem (&\,...,QK,C\,...,CK)



Arithmetization of BHM

The arithmetizotion of BHM is similar to that of BHA .

P N
lemma: ot H=<wy be a multiplicotive subgroup of F  with [HI=T. Qf"s

There is o polynomial-time transformation R st

@ R(C’ﬂ:ak")“:) OU‘\'PU'\'S qUQC\l‘OChC QQ\)Q'“OHS Pn,...,P,,,e ‘F[X\,...,szl] with M,Q=O(lC|)

polynomials A\.,..., Av , ﬁ.,...,@ € FIX] of degree <T
@ (CaT)eBHN®) © 3 g T ivtation (7101 =

+ ¥ae M\ WM} {P (A.(q) Afa) B, B,,(a) ) O}

Ao, ,AK(w a) A (w(a)) A (T(0)) jetm

The corresponding tational constraints follow directly:

Al ., A Bx),. ,Bz ))
F«( wx) Ak(wx)u(X) (i x)

L
V|-| (x)/(x {N ) /Je[m]

. g

A\\(X)—g()() A.(X)-O
/
Tiepna (X-u*") X=w'

A

QuesTioN : how do we check that @, U0 are obtained via o permutation from A, . A7

/

17



|OP for Algebraic Machines

The arithmetizafion of BHM directly leads to an IOP for BHM with
Similar  parameters as the TOP for BHA: linear proof length, logarithmic verification, ..
FROVIDED  we have o svitable TOP for this subproblem:

Vector PermutaTiov Check
Given oracle access to {3|,...,{-‘,<,%,,...,3k: L—>F that are d-close t» degree d,
check that IT:H-H sk ¥ielxl ¥acH (o) = Ji(m@).

In the TOP we would apply His 1o A, ..., A, W, ..., Uk,

APP\'OO\C‘\ b Fouting networks

| ()

rrrrrriuit

Design an T0P 10 ensure +he valid ope.m’rion OP

| |

| |

every switch in & T-pocket routing network.

PROBLEM'. the network has size O(T- |03T) (more +han linear)

APP"°°*Ch #2: roots of univariate polynomials

We see how to do this for k=1. (The case k») can be rondomly reduced to k=1.)

18



Permutation Check
3 Pel-mv’rod'ion T:H-H sk

YoeH §(a)= L)

The verifier has oracle access to f,9: L>F and wishes to check:

ToEA: +he condition is equivalent o //{%M)}ael-( and {’{t("‘)}ael-l equal as "“'lﬁ-gds“/
in turn equivalent to T, (X-§@) = T, 4 (x-F(a)) .

This leads to a profocol when H=<w?>:

PLA, (4,9) VEEEF (L)

ref . Sample FeF,

L
N

I, Corv\pvfe partial produd's:

— i LoF sk B = TR (k- R0w) . helo
? * ! g“ﬂ"'k'm' g Lj: 2. Sample ¥el ond check:

= 9u:L=F ot Galw) = Tiei (r-§(wd) .

2 cng ¥ hhaAh h hJs L ?F + R R0)= (r-H0)-fa) £ htn)- %7
i,h2,h3, hy hgt L= T A A ,

| o:n PUC ,')? 3 ; s J )6 %) K E L0 = (r-§(¥) = hy(@)-(¥-1)
~ e B =(r-EOOVRWX) P2 G-(F-G0)-dawx) | T | ] o .
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